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Putting a human spin on cyber



What is cyber?
• The origin of the word ‘cyber’ links to the Greek word κυβερνητική. 

What does this word mean?

A. technology
B. Internet
C. pilot, steersman 
D. progress
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90% 
of data
created 
after
2016

1.5 billion 
Internet 

more today 
than in 2016



Human centric cyber security
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where the human 
is the creator, 

the user, 
the point of 
success and 

the point of failure



Collaborative intelligence
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Human Centric Security
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Grobler MM, Gaire R & Nepal S. 2021. User, Usage and Usability: 
Redefining Human Centric Cyber Security. Cybersecurity and Privacy, 

Frontiers in Big Data. https://doi.org/10.3389/fdata.2021.583723
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Usage
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Social Media Intelligence (SOCMINT) 
tool that:
• Performs real-time filtering of 

cyber security related tweets
• Uses state-of-the-art NLP 

techniques to generate insights 
on current/trending cyber 
security events

• Provides real-time cyber security 
situational awareness

• Provides decision-making/ 
interpretation support relating to 
security aspects of digital, 
technology and cyber

Social media analyser for cyber security intelligence 
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For more information: Mohan Baruwal Chhetri (mohan.baruwalchhetri@data61.csiro.au)  
Team: Human Centric Security

Cyber Security Insights from Real-time Twitter Analytics (CIRTA)

mailto:(mohan.baruwalchhetri@data61.csiro.au)


Cyber security resilience and hardening
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Develop a cybersecurity governance strategic roadmap

For more information: Marthie Grobler (marthie.grobler@data61.csiro.au) 
Team: Human Centric Security

mailto:(marthie.grobler@data61.csiro.au)


• Using ML to automate the creation of realistic honeypots
• Metrics for evaluating deceptions
• Using ML to simulate attackers and how they interact with 

deceptions

Machine learning enabled cyber deception
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For more information: Kristen Moore (Kristen.Moore@data61.csiro.au)  
Team: Human Centric Security

Building strong cyber defences 
with machine learning enabled 

cyber deception

mailto:(Kristen.Moore@data61.csiro.au)


User
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Upskilling executive decision making
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http://aicd.companydirectors.com.au/education/courses-for-
the-director/short-courses/cyber-for-directors

Executive Education Platform

For more information: Marthie Grobler (marthie.grobler@data61.csiro.au) 
Team: Human Centric Security

http://aicd.companydirectors.com.au/education/courses-for-
mailto:(marthie.grobler@data61.csiro.au)


National cyber security maturity 
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Riskier cyber security 
behaviour on a national level

Does certain cultural dimensions lead to … Key indicator is the 
strength of the login details 
used to authenticate a user 

for a particular system 

National culture

Login strength

Cyber security maturity

For more information: Marthie Grobler (marthie.grobler@data61.csiro.au) 
Team: Human Centric Security

mailto:(marthie.grobler@data61.csiro.au)


Cyber gamification
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Beta mobile version

For more information: Marthie Grobler (marthie.grobler@data61.csiro.au) 
Team: Human Centric Security

mailto:(marthie.grobler@data61.csiro.au)
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Designed
for humans, 
by humans, 
and secured
by humans

Usability



Bad cyber security behaviour
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Phishing resilience
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For more information: Marthie Grobler (marthie.grobler@data61.csiro.au) 
Team: Human Centric Security

Count plot representing the indicators used by participants to 
determine if a website is safe

Phishing resilience evaluation framework

mailto:(marthie.grobler@data61.csiro.au)


• File-sharing attacks: A new brand impersonation
attack
• 70% of file-sharing links were not reported by

existing methods
• Users remain responsible to make the ultimate

decision

• What we did
• An online experiment (N=406) to learn how human 

centric explanations impact susceptibility

Phishing susceptibility via file sharing

Static phishing warning

Dynamic phishing warning (ours)

For more information: Tina Wu (Tina.Wu@data61.csiro.au)  
Team: Human Centric SecurityHuman centric security  |  Dr Marthie Grobler20 |

Our dynamic phishing warnings 
reduce users’ susceptibility for file 

sharing attacks by 77.8%

mailto:(Tina.Wu@data61.csiro.au)


Australian Cyber Security Index for mHealth Apps (ACSIMA)
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A multi-stakeholder user study to generate a curated cyber security checklist that can 
guide the design and development of mHealth apps and be used to assess existing apps

Distribution of the Assumption that Cyber 
Security is Built into mHealth apps among the 
participants in the user study for  ACSIMA. 
PM: Policy Makers
HP: Health Professionals
SE/AD: Software Engineers/App Developers 
C: Consumers
O: Other

For more information: Hamza Sellak (Hamza.Sellak@data61.csiro.au), Marthie Grobler (marthie.grobler@data61.csiro.au) 
Team: Human Centric Security

mailto:(Hamza.Sellak@data61.csiro.au),
mailto:(marthie.grobler@data61.csiro.au)


• six SMEs based in South Australia 
• targeted consultations 
• high-level assessment of the cyber security 

posture of SMEs and to provide 
recommendations to improve overall cyber 
security maturity

Cyber security uplift

The pilot learnings are analysed and formulated into an analysis report and 
blueprint that will help inform Government in any future implementation of a 

scalable, state-wide cyber security for SMEs initiative

For more information: Marthie Grobler (marthie.grobler@data61.csiro.au) 
Team: Human Centric SecurityHuman centric security  |  Dr Marthie Grobler22 |
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Cyber Security 
Expert

Designers and 
Developers UsersCyber Security 

System

Cyber Security 
Expert

Designers and 
Developers

Users

Cyber Security 
System

Traditional view of human centric cyber security  one-size-fits-all systems

Paradigm shift in human centric cyber security  customisable tailored systems   
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Human centric security

Grobler MM, Gaire R & Nepal S. 2021. User, Usage and Usability: 
Redefining Human Centric Cyber Security. Cybersecurity and Privacy, 

Frontiers in Big Data. https://doi.org/10.3389/fdata.2021.583723
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• Data61
• Dr Marthie Grobler
• Team Leader: Human Centric Security
• Principal Research Scientist

0395 185 953
marthie.grobler@data61.csiro.au

Thank you

Want more?
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