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Human Centric Security

Putting a human spin on cyber
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@
What is cyber?

* The origin of the word ‘cyber’ links to the Greek word kuBepvntikn.
What does this word mean?

A. technology

B. Internet

C. pilot, steersman
D. progress
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@ i+ Human centric cyber security

where the human
IS the creator,
the user,
the point of
success and
the point of failure
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@ Human Centric Security

N~

Demography & Culture
Situational Awareness
Psychology & Behaviour
Cognitive Factors

User

Functional Measures
Technical Measures

Legislation, Regulations
and Policies

Experience Factors
Interaction Factors
Usability

— Usage

Grobler MM, Gaire R & Nepal S. 2021. User, Usage and Usability:
Redefining Human Centric Cyber Security. Cybersecurity and Privacy,
Frontiers in Big Data. https://doi.org/10.3389/fdata.2021.583723
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=, Soclal media analyser for cyber security intelligence
N~

Social Media Intelligence (SOCMINT)
tool that:

Performs real-time filtering of
cyber security related tweets
Uses state-of-the-art NLP
techniques to generate insights
on current/trending cyber
security events

Provides real-time cyber security
situational awareness

Provides decision-making/
interpretation support relating to
security aspects of digital,
technology and cyber

Cyber Security Insights from Real-time Twitter Analytics (CIRTA)
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CIRTA Dashboard
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i yransomwarey phishing isecurty
hacker cloudmalware crypto 100daysofcode

met technology data oy, scam €thicalhacking
cyberst{acurltyhps °53:31 59 atbizsummit
attinfluencer
rogramming bigda ylaund

spon:

~

CIRTA Pipeline Sinfiba]
Classification
~—
Tweet Pre- Binary DB
& Collection [ processing Classification
Cyber Tren ding_ Topic
Security Summarization
Feeds

l

J

For more information: Mohan Baruwal Chhetri (mohan.baruwalchhetri@data61.csiro.au)
Team: Human Centric Security

10 | Human centric security | Dr Marthie Grobler



mailto:(mohan.baruwalchhetri@data61.csiro.au)

@ 1 Cyber security resilience and hardening

N~

Develop a cybersecurity governance strategic roadmap

LEGEND: - INTERMEDIATE - 2, HIGH - 3, _

REMOVABLE WIRELESS s d M
DATA MALICIOUS  PASSWORD REMOTE WEB umme ean
METRIC SCORE DOS RELATED PHISHING SPAMMING connecTiviry [ :

BREACH EXPLOITS  RELATED ACCESS MEDIA SEEDING oo impact  impact level

Servi d,
ervices and/or 2 5

facilities
Severity,
intensity or 34 3
magnitude
Scope or spatial
L 37
distribution
Effects of time
or temporal 39
distribution
Public effect 2 2 21
Economic effect 3 3 35
Envi
nvironmental 15
effect
Political effect 22 2
Public safety 19 2
Interdependency 40

40

Contribution

Summed
criticality

Mean criticality
level

For more information: Marthie Grobler (marthie.grobler@data61.csiro.au)
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@ -1 Machine learning enabled cyber deception

N~

« Using ML to automate the creation of realistic honeypots
» Metrics for evaluating deceptions

e Using ML to simulate attackers and how they interact with
deceptions

abhddddd

- o

W e
IAAAAAT

Deception as a Service
(Decaa$)

Building strong cyber defences
with machine learning enabled
cyber deception

Content Network Traffic User Data System Files User Avatar

For more information: Kristen Moore (Kristen.Moore@data61.csiro.au)
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@ oy Crime and corruption in the
61

Abbreviation¥inder
N 4th industrial revolution
PEBCAK
March 2017 | EXPERT BRIEFING | FRAUD & CORRUPTION e 5 e T B 0 e T SRR
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@ Half of Internet Users Fall Victim to Cyber Attacks
by Alina Bizga on June 29,2020
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@ ' Upskilling executive decision making

N~

Executive Education Platform

CRCOUHtEI' News Training Centre Practice Arena Ask an expert About Us

Profile ~

i About CRCounter
" [Toy < For L 'S
\[('l) Datab1 ].&lllll(.'h ('.}'h(.‘l‘ SL‘CI'I.I'H} Course For Du ector CRCounter is a lightweight cyber training platform for top-level management.

& Our Aim
S— ——— Improve the executives' general attitude towards institutional cyber hygiene by equipping them with the required knowledge in order to
enhance their confidence in term of making informed decisions on the organisation cyber security status.

http://aicd.companydirectors.com.au/education/courses-for- N , ,
Training Practice Ask for Professional Help

the-director/short-courses/cyber-for-directors

Start with the training modules Practice your skills with 5- Receive the feedback from the professional
minutes challenges and ask questions

How it works?

About Us - DSS Group (Data61)

The Distributed Systems Security (DSS) group's research focus is on developing platform technologies with the purpose of increasing trust
and confidence in modern distributed systems and data generated by those systems, specifically in the areas of Internet-of-Things (loT)
security and autonomic cyber systems. These areas are supported by the overarching cybersecurity governance, policies and awareness

making a difference

focus.

For more information: Marthie Grobler (marthie.grobler@data61.csiro.au)
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@ 1 National cyber security maturity

N~

Key indicator is the
strength of the login details
used to authenticate a user

for a particular system

Does certain cultural dimensions lead to ...

Riskier cyber security |
behaviour on a national level = s

National culture < >Cyber security maturity

For more information: Marthie Grobler (marthie.grobler@data61.csiro.au)
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@ Cyber gamification
Computer based arcade
style game

Table top executive focused

. . ber securi me
Immersive cyber security R tv g2

escape game

SWIISAS
31VHOdH0D

Beta mobile versig

Table top-event
based cyber
security game

For more information: Marthie Grobler (marthie.grobler@data61.csiro.au)
16 | Human centric security | Dr Marthie Grobler Team: Human Centric Security



mailto:(marthie.grobler@data61.csiro.au)

s ) -

|5 |
N

Usability

. TOMATO
Design ed TOMATR KETCHUP
for humans,
by humans, fgrfae
and secured
by humans
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@ ' Bad cyber security behaviour

N~

dragon 879,869
password 816,105
trustnol

123456 ? _

Common

12345678 394,289

abc123 ),263

qwerty

2010-2020

monkey

letmein
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@ lﬂ /l Phishing resilience evaluation framework

Phishing resilience

Health
Resilience
Model

Count plot representing the indicators used by participants to ®
. . . . *
determine if a website is safe
40 - country
AU
35 4 CA
30 4 UK
us
g 201
15 -
10 -
5 4
¢ HT"FPS Lock' Icon Certiflicate Type of lWebsite Professional'Appearance Privacyir Policy

For more information: Marthie Grobler (marthie.grobler@data61.csiro.au)
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@ 1 Phishing susceptibility via file sharing

* File-sharing attacks: A new brand impersonation
attack

o 70% of file-sharing links were not reported by
existing methods

» Users remain responsible to make the ultimate
decision

_ If yor “billin

This e-mail has been sent to you by Il to inform you that we were unable to
process your last payment of biil.

This might be due to either of the following reasons:

A recent change in your personal information (e.g: billing address, phone)
Submitting incorrect payment information during bill payment process

Due to this, to ensure that your service is not interrupted we request you to update

your billing information now:

Update Now
information is not updated within 48 hours your ability to use any

A FAKE WEBSITE, DON'T CLICK!
Link goes to:

Static phishing warning

- This e-m s been sent to you by [Illlito ™ you that we were unable to
[} a We I process your lost psyment of bill,
Tnmglheall l’\wqa:ms
{2

imation (e.g: billing address

» phone)
Submitting Incorrect payi mation dJrnq bill paymant process

» An online experiment (N=406) to learn how human bue 01, 6 et yurserice ot e

your billing information now:

A recent change

pted we request you to update

Upcate Now

centric explanations impact susceptibility B i

i$ not updated within 48 hours your ability to use any

A The sender email doesn't match the name, should I trust it?
Am | expecti 1g to glvc my mfor'nat ion (billing address, phone, email, and credit card credentials) through Google Forms?

Our dynamic phishing warnings

reduce users’ susceptibility for file Dynamic phishing warning (ours)

sharing attacks by 77.8%

For more information: Tina Wu (Tina.Wu@data61.csiro.au)
Team: Human Centric Security
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@ @1 Australian Cyber Security Index for mHealth Apps (ACSIMA)

N~

A multi-stakeholder user study to generate a curated cyber security checklist that can
guide the design and development of mHealth apps and be used to assess existing apps

Distribution of the Assumption that Cyber

Puposs Security is Built into mHealth apps among the
- Z g participants in the user study for ACSIMA.
b= PM: Policy Makers
App App App  Regulaon HP: Health Professionals
development evaluation update  valdation SE/AD: Software Engineers/App Developers
C: Consumers
l O: Other
100 === No, not at all
mm Don't know/can®t
[m— Dota Phacylews ______ @ N I u =Yoo, dooily
: Country/Region : " === Yes, to some extent
-« = gﬁ; . =
1 Al g w 1
| Asstrala USA EU UK Omhers 3 =
: P i o B N P e e 1 : & 40 =
i State/ Territory Laws :: =
- (f applicable) K 0
I:% & "
A B Y] @ 2K .
]
L - PM HP R SE/AD C O

Participant group

For more information: Hamza Sellak (Hamza.Sellak@data61.csiro.au), Marthie Grobler (marthie.grobler@data61.csiro.au)
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N~

@ 1 Cyber security uplift

WAYS TO0 EVOLVE

YOUE <ME

CYBEE SECUEITY

MATUELTY

* six SMEs based in South Australia

 targeted consultations

* high-level assessment of the cyber security
posture of SMEs and to provide
recommendations to improve overall cyber
security maturity

The pilot learnings are analysed and formulated into an analysis report and
blueprint that will help inform Government in any future implementation of a
scalable, state-wide cyber security for SMEs initiative
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For more information: Marthie Grobler (marthie.grobler@data61.csiro.au)
Team: Human Centric Security
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@ ' Human centric security

N~

Traditional view of human centric cyber security — one-size-fits-all systems

Cyber Security Designers and > Cyber Security

Expert Developers System

Paradigm shift in human centric cyber security — customisable tailored systems

Grobler MM, Gaire R & Nepal S. 2021. User, Usage and Usability:
Redefining Human Centric Cyber Security. Cybersecurity and Privacy,
Frontiers in Big Data. https://doi.org/10.3389/fdata.2021.583723

Cyber Security
System

Cyber Security Designers and
Expert Developers
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Want more?
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